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SURGERE' | OFFLINE PORTAL TROUBLESHOOTING

Portal Communication: Portals send out a signal every minute to Sensorware which is forwarded to Surgere. This is to confirm
that the portal is powered and connected to the network. If no signal is received a notice is sent to Surgere Technical Support.
The team confirms that heartbeats have not been received and the portal is not communicating to Surgere. If the issue is
determined to be on the client side of the process then the onsite point of contact is emailed. The alert is included, see example:

Client Name:Name IP Address:1.2.3.4 Location:Albany -Albany Production Door#:Port4 Time Stamp:10/26/2018 11:11:22 AM

*See next page for definitions.

CHECKING THE PORTAL STATUS FROM THE SENSORWARE SERVER:

e From the Sensorware server open a Command Prompt and ping the reader.

199.121.36.45

45 with 32 byt

@ If reader is unreachable you will receive a Request timed out response. Proceed to Step 5.

B Command Prompt

@ If reader is reachable you will receive a reply. Proceed to Step 2.

a Open a web browser on the Sensorware server and navigate to the reader IP: i.e. 1.2.3.4
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READER

Reader Name SpeedwayR-11-FB-2F

Uptime 0 Days, 2 hours, 50 minutes, 38 seconds
System Time Tue Mov 19 15:47:40 UTC 2019

LLRP Status Connected: 127.0.0.1 o

RFID Status Aclive -

, The web access page of the reader shows the LLRP Status under the Reader Information section. The LLRP Status should show
== Connected: Sensorware Server IP. If it shows Connected proceed to Step 4. If it is disconnected proceed to Step 5.

READER REBOOT
Reboot Status Ready To Reboot
Press to Reboot Reboot <» @

| If reader LLRP Status shows Connected but Sensorware isn’t receiving information a reader reboot may fix this issue. Under the
Reader Reboot section select Reboot. After reader comes back up review LLRP Status and confirm Connected.

@ Please provide results to Surgere Technical Support.

DEFINITIONS
« Portal - tower(s) used to read RFID tags; typically set up at dock doors, conveyors, or choke points as a one or two

tower configuration
« Reader - the unit within the tower which collects and forwards the RFID reads to Sensorware
« Sensorware - software used to communicate RFID reads to Surgere; resides on the server
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SI/URGERE ‘ RFID READER POWER TROUBLESHOOTING

Portal Communication: Portals send out a signal every minute to Sensorware which is forwarded to Surgere. This is to

confirm that the portal is powered and connected to the network. The Surgere Team confirms that heartbeats have not been
received and the portal is not communicating to Surgere. If the issue is not resolved by completing the Surgere Sensorware Alert
Troubleshooting steps then the portal needs physically checked.

*See next page for definitions.
CHECKING THE STACKLIGHT

g. The red light indicates the reader has power.

@ The green light indicates the reader has power and is attempting to read tags.

If the red stack light is off, or if there is no stack light, check the back of
the reader:

@ Verify all connections are secure.
—r
Check if the power light is on, located on top next to the Antennas.

=~ Ifthis light is not on the reader does not have power.

CHECKING THE PoE CABLE
9/ Check for faulty cable:

@ Connect the ethernet cable to a working reader and see if power is transferred.
@ If the working reader still receives power the ethernet cable is not the point of failure.
—

e Check the PoE cable length:

A

@ Confirm the ethernet cable run from the PoE switch to the reader does not exceed 330 feet.
Nl
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CHECKING THE PoE SWITCH

Q. Check PoE switch-port:
@ Plug offline reader into a known working PoE switch-port.
M
@ If the offline reader receives power the readers original switch-port is the point of failure.

@ Client’s internal network team must be consulted at this point

e Check PoE switch-port power
N/

@ Verify the switch supports the total PoE devices connected
N

Example switch command output:

Switch(config)# show power-over-ethernet brief

Status and Counters - Port Power Status
System Power Status : No redundancy
PoE Power Status : No redundancy

Available: 600 W Used: 9 W Remaining: 591 W

Module A Power
Available: 408 W Used: 9 W Remaining: 39% W

PoE | Power Power Allocc Alloc Actual
Port | Enable Priority By Power Power
______ + ———— . emem e m mem Emm Em emam mm am e e - - ——
Al | Yes low usage 17 W 0.0 w
AZ | Yes low usage 17 W 0.0 w
A3 | Yes low usage 17 W 0.0 w
24 | Yes low usage 17 W 0.0 w
A5 | Yes low usage 17 W 0.0 w
Af | Yes low usage 17 W 8.4 W

; Verify the PoE switch-port the reader is connected to is configured to support the maximum current draw compliant
=" with the PoE 802.3af standard, 15.4W*

*Impinj readers draw a maximum power of 11.5W. If the switch-port power level is too low the reader will begin rebooting or
completely power down.

DEFINITIONS

« Portal - tower(s) used to read RFID tags; typically set up at dock doors, conveyors, or choke points as a one or two
tower configuration

« Reader - the unit within the tower which collects and forwards the RFID reads to Sensorware

« Sensorware - software used to communicate RFID reads to Surgere; resides on the server
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SURGERE | SENSORWARE LOG FILES

SENSORWARE - LOG FILES

g Navigate to the Sensorware folder of the instance the logs are needed for:

+ Surgere/Log/I01
+ Surgere/Log/102
+ Surgere/Log/103

@ Sensorware Log files, copy and send the following files:

+ QueueYYYYMMDD.log
+ ServiceYYYYMMDD.log

(C) » Surgere » Log » 101 v D £ Search 101

_] Name Date modified Type
5 Queue.20211025.log 10/25/2021 12:22 PM Text Document
— Service.20211025.log 10/25/2021 12:19 PM Text Document

9/ Sensorware Reader Log files, copy and send the following folder:

« Reader IP Address

(C) » Surgere » Log » 101 v D £ Search 101
~
_] Name Date modified Type
D Queue.20211025.lcg 10/25/2021 12:22 PM Text Document
D Service.20211025.log 10/25/2021 12:19 PM Text Document
D ClientAPIRequestlog.20211025.log 10/25/2021 12:12 PM Text Document
D GlobalDebug.20211025.log 10/25/2021 12:12 PM Text Document
D SentFailed.20211025.log 10/25/2021 12:12 PM Text Document
D SettingsLog.20211025.log 10/25/2021 12:12 PM Text Document
172.16.108.3 10/25/2021 12:12 PM File folder
10.173.89.156 9/9/2021 9:43 AM File folder
10.203.162.205 8/24/2021 4:59 PM File folder
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S RGERE' | RFIDREADER SOFTWARE UPDATE

PROCESS SCOPE

The purpose of this document is to define the
procedure for updating the software version on a
RFID reader.

PROCESS STEPS

o Navigate to the reader webpage via preferred
browser (i.e. Chrome, Edge, etc)

g Log into reader using default credentials

Username: root
Password: impinj

9/, Current version shows under DETAILS:

e Under Reader Upgrade:

@ Select Browse
N4

Navigate to octane-x.x.x.xxx.upg file and
~ select Open

@‘ Select Upgrade
‘~_/

Signin

http:// READER IP

Your connection to this site is not private

Username
Password
DETAILS

Model Name Speedway R420
Regulatory Region FCC Part 15.247
MAC Address 00:16:25:11:47-7B
Software Version 6.2.1.240 (Build e06cTd3b556)
Hardware Version 250-004-000
Serial Number 370-15-09-0094

READER UPGRADE

Upgrade Status
Last Operation Status

Select Upgrade File

Upgrade Now

LU 4

Ready
Ni&

Browse | Mo file selecied

Upgrade [1]

File name: | octane-6.4.1.240.upg

«| | All Files ()

READER UPGRADE

Upgrade Status
Last Operation Status

Select Upgrade File

Upgrade Now
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Ready
NiA

Browse oclane-6.4.1.240.upg

Upgrade [T js—————




SURGERE |

Last Operation Status will change to
Uploading File

e

Upgrade Status will change to
ProcessinglmageFile

(5

Once software install is complete Upgrade
Status changes to Ready and Last Operation
Status changes to Waiting for manual reboot

©

o, Under Reader Reboot select Reboot
-/
| Popup opens requesting confirmation to Continue,
select OK

Reader Reboot Status updates
(1) :

@, Updated Software Version shows under Details

READER UPGRADE

Upgrade Status
Last Operation Status

Select Upgrade File

Upgrade Now

READER UPGRADE

Upgrade Status
Last Operation Status

RefreshTimer (secs)

READER UPGRADE

Upgrade Status
Last Operation Status
Select Upgrade File

Upgrade Now

READER REBOOT

Reboot Status

Press to Reboot

READER IP says

Continue with Reboot

READER REBOOT

Reboot Status

RefreshTimer (secs)

DETAILS

Model Name
Regulatory Region
MAC Address
Software Version
Hardware Version
Serial Number
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Ready
Uploading File

Browse... |octane-6.4.1.240. upg

Upgrade [1]

ProcessinglmageFile
MN/A
4

Ready
Waiting for manual reboot

Browse... HNo file gelected.

Upgrade [1]

Ready To Reboot

Reboot Q“\

qcar“:e'

Rebooting in progress
53

Speedway R420

FCC Part 15.247
00:16:25:11:47:76

6.4.1.240 (Build 6d422edf3de)
250-004-000

370-15-09-0094




SI/IRGERE ‘ RFID READER LOG FILES

Required Software: SSH/Telnet Client

Steps provided using PuTTY. Download available here: http://www.putty.org/

ﬁ BulTY Configuration ? =

o/. Open PuTTY and enable Logging of your session output

Calegary.
=-Session | Opfizns conrolling sessisn Ingging

= Teminal Sesson logging
Heyboan i) Mong () Printsbla output
~El (0)55H packess
v @I @ Click “Session” then “Logging” as shown to the left
oo
- Behaviour [Giusersenovo YogaonaDive -Sumare [ Ervese.. | —
Translation N
{Log file name can contain &Y, &M, &0 for date, &T for tme. R . _ R
g Selecion o st e s 26 o et v @ In Options click “All session output” radio button
= Connection \::’}-a'.bu da |f|h.-ic_gi.le already ensls: \/
Dt lé‘Awsys avenTasit
--Praxy h A:r.:y: ::Ef::elu ||!;:HI] olil . ;
Ta (3 ke e e @ Choose the path and log file name to put the logging data
F88H [ Include header ~——
--Seral

Oplions speciis o S5H packel looging

[ Omit known passward Sakds

BR purTY Configuration v Q Click on Session, enter the reader’s IP address, Select SSH, and hit Open

Categary:

B 5|
LﬂsgirE\\-
=) Terminal
- Keyboard [Fostiame jor P adaress) |22
--Bell || | 22

- Features - -
& Window Connectiontype:

REZ . )
Appesrance ORzw O Tene: () Rlagin (CrSedal

Behaviou Load. save or delete 3 stored session
Tianslaten
[l Seleclion
Colours
= CDB!::W Detaull Selings Load
- Progy
- Telnat See
’_--:\so'_g'm Delete
5
Senal

Basic options faryour PuTTY session

Spacify the destnabon you wantto connect o

Saved Sessions

Close window on et
o o VA Y

PuTTY Security Alert X

The server's host key is not cached in the registry. You
! have no guarantee that the server is the computer you

think it is.

The server's rsal key fingerprint is:

ssh-rsa 1024 eb:81:57:1£:02:55 5:cd:68:65:64: e 1:ffce1:T1:04

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No. @ Username: root
If you do not trust this host, hit Cancel to abandon the

connection.

Q. At the > prompt type the following commands:
@ Check reader configuration:  show network summary
@ Check LLRP connection:  show rfid llrp inbound

@‘ Check logfiles:  show logging events err 1000
~ show logging events app 1000

@ Exit the reader: exit
/4
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SURGERE' | SENSORWARE SERVICE RESTART

Sensorware Service: Sensorware is built to automatically reconnect to a reader if it loses connection but some network settings may
cause this to not function properly. To reconnect the reader the Sensorware Service must be restarted.

e On the Sensorware Server open “Services” - Services (Local) | (ED) .
) Surgere Sensorware Service 101 Name Description Status Startup Type Leg
SNMP Trap Receives tra... Mariual Loc
figp the service Software Protectson Enables the ... Automatic (D.. MNet
. E L the senvice « Special Administration Con...  Allows adm... Manual Lec
e Sea rCh for Su rgere Sensorware Service Spot Venfier Venfies pot... Manual (Trig... Lec
- S50P Discovery Discowers n... Disabled Loc
Storsge Tierz Management  Optimizest... Manusl Loc
Superfetch Maintains a... Manual Loc

o . gere Sensorware Service . Running  Automatic (D...

e Sto p the Sensorware Service. Symantec Private Branch Ex.. SymantecP.. Running  Automatic Lot
— Systern Event Motification 5.. Monitors sy..  Running  Automatic Lo
Systern Events Broker Coordinates... Running  Automatic (T.. Lec
Tanium Client Tanium Clie.. Running  Automatic Lec
Task Scheduler Enables & us... Runnlng Automatic Lot
< i >

) Resource Moniter

o Verify the service has completely stopped by —
™ opening the Resource Monitor and checking the Ovenview CPU  Memory Disk  Network
status under the Network tab.

Network Activity M 105 Kbps Network |0 M 0% Network Utilization ~
Image PID Address Send (Bsed) Receive B.. Total [Blseq) 5
SearchApp.exe 9400 server.52.54.122.212.ord53.r.doudfr... o 2 2
svchost.exe [LocalServiceAndMo... 2588 235.255.255.250 0 13 13
. TeamViewer.exe 4836 DESKTOP-IVESH2! 1 516 517
Start the Surgere Sensorware Service. Team\Viewer_Desktop.exe 1740 DESKTOP.VKSH2! 9,528 1,153 10,682
- TeamViewer_Service exe 4116 DESKTOP-IVESH2I 1,664 9,529 1119 v
TCP Connections £
Image PID Local Address local Port  Remote Address  Remo.. Packe.. Laten.. s
TeamViewer.exe 4836 IPv4 loopback 49748 1Pvd loopback 45747
TeamViewer,exe 4836 IPvd loopback 43747 1Ped loopback 49748
TeamViewer.exe 4836 192.168.1.46 49746 104.16.63.16 443
swchost.exe (netsves -p) 4164 192.168.1.46 55822 £2.242.211.89 443 = E
Searchapp.exe 5400 192.168.1.46 58519 80 o 18
SearchApp.exe G400 192.168.1.46 58522 443
= 2 192.168.1.46 58530 443
192.168.1.46 58528 443

B Command Prompt

e Open a Command Prompt and ping the reader.
—y
Note results.

0 Contact Surgere Technical Support and
report findings.

DEFINITIONS
» Portal - tower(s) used to read RFID tags; typically set up at dock doors, conveyors, or choke points as a one or two
tower configuration
« Reader - the unit within the tower which collects and forwards the RFID reads to Sensorware
» Sensorware - software used to communicate RFID reads to Surgere; resides on the server
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SI/IRGERE ‘ PHOTO EYE & TAPE ALIGNMENT

Process Scope/Objectives: A photo eye is mounted on top of a portal and reflective tape adhered to the dock door in
line with the photo eye beam. When the dock door is closed the reader is “inactive”, meaning it’s not reading assets. If
there’s an issue with the photo eye or stacklight the following steps should be completed.

*See bottom of page for definitions.

CHECKING THE PHOTO EYE:

0 When the photo eye light is on, the photo eye is
reflecting & the reader is inactive /not reading RFID
tags. The red stack light should be on.

When the photo eye light is off, the photo eye
is not hitting the reflective tape & the reader is
active/reading RFID tags. The red & green stack
light should be on.

If the photo eye is switching between off and on: check
to ensure the photo eye beam is not being obstructed.

o/ If a door is closed but the stack light is red and green:

Check to see if the photo eye is aligned with the

=" reflective tape.

Check if the photo eye and/or reflective tape
=" have dirt build up

DEFINITIONS
« Photo Eye - Equipment used to discover the distance,
absence, or presence of an object by using a light
transmitter and a reflective receiver.
» Reflective Tape - Reflective receiver placed on dock door
aligned to the photo eye beam.

customercare@surgere.com | 833-Surgere | surgere.com




S RGERE' | RFIDREADER CONFIGURATION

REQUIRED SOFTWARE - SSH/TELNET CLIENT

Steps provided using PuTTY, download on laptop/
tablet:

Configure via Console Cable s

CONNECTING THE READER FOR CONFIGURATION

You will need the following devices and cables:

1. Impinj Reader

2. Ethernet cable

3. USB-C to RJ45 console cable -or- 4. USB to RJ45
console cable

5. PoE Switch/PoE network drop

6. Laptop/tablet with USB-C or USB port

STEPS FOR CONFIGURING THE READER

Connect the RFID reader like the above diagram
™~ and open PuTTY

0 In “PuTTY Configuration” screen set the following

@ Choose “Serial” for Connection type
@ In “Serial line” field, enter the COM port the
~ console cable is connected to:

Reference: Locating the COM Port Number -
Windows

e In “Speed” field, enter 115200

e Click “Open” button.

), You will get a RShell login prompt. If you see a
™ blank screen, hit the “Enter” key once.

o Type the default login and password information:

Login: root
Password: impinj (the password characters may
not show as you type them)

e You are now logged into the reader’s RShell interface.

8% PuTTY Configuration ? *
Category:
=+ Session Blzsic options for your PUuTTY session
i T: ~Loggng Specify the destination yew want 1o connect o
f'r"l':”" - Sl line —
" Bel COM4 11500
i Features Connectian type: ] ] -
=+ Windaw (Rew O Telnet () Fogn () 55H | () Serial
. ;:::':un:: Load, save or delete a stored session
Translation Saved Sessions
- Selection
- Colours "
Defauk Settings Load
= Cannection =
i-- Data Save
i Proacy
i Telnet Delete
- Riagin
- 55H
- Sedal Cloge window on exf;
() Mways () Mever  (®) Only on clean exit
moa || e
,g speedwayr-11-1b-aSsmping.com - Pul TY - m}

‘@' speedwayr-11-fb-a8.impinj.com - PuTTY
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SURGERE |

0/ To find out the RFID reader’s IP address, type the following at the RShell prompt:
N

>show network summary

0 To set the RFID reader to a static IP address you are configuring the /P address, Netmask, Gateway, and Broadcast

" Address separated by a space character:

> config network ip steticxxXxx XXX IO Boox.Xxx. . Xxx| Fot.Xxx. . xxd e xoo.xxx. xxx)|

7
P Addreslsj

- 7
Netmask j Ga lewayf

7
Broadcasq

For Example:

> config network ip static 192.168.0.20 255.255.255.0 192.168.0.1 192.168.0.255

e To exit from the RShell interface:

> exit

Configure via SSH

STEPS FOR CONFIGURING THE READER

0, Open PUTTY or preferred SSH Client
A/

9/ In “PuTTY Configuration” screen set the following

@ Choose “SSH” for Connection type
S

In “Host Name (or IP Address) field input
reader IP

e Click “Open”

Do

Category:

= Session
. -Logging
] Terminal
| Keyboard
LBl
| Features
— Window
| | Appearance
i i~Behaviour
| - Translation
| & Selection
i -Colours
] Cannection
- Data
i Proxy
E--Telnet
- Rlogin
& $8H
- Seral

About

Help

Basic options for your PuTTY session

Specify the desfination you want to connect to

Host Name (or IP address)

|m_m_1n_m

Port
22 |

Connection type:

(JRaw ()Telnet () Rlogin () Serial

Load, save or delete a stored session

Saved Sessions

Dafault Settings

Close window on exit:

() Aways () Never
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(®) Only on clean exit
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SURGERE |

e ©

@

04‘

via SSH

First time connecting to reader you will receive
PUTTY Security Alert, select Yes.

Log into the reader
Username: root
Password: impinj (the password characters may

not show as you type them)

At the > prompt type the following command to
confirm the reader IP:

>show network summary

RFID READER CONFIGURATION

PuTTY Security Alert

The server's host key is not cached in the registry. You
hawe no guarantes that the server is the cornputer you
think it is,

The server's rsad key fingerprint is:

ssh-rsa 1024 =bcB1-57: 1f:08-55: 5F:cd:68:69:60: 21 FBem 1: T1:02
IF yow trust this hast, hit Yes to add the key to

PuTTY's cache and carry an connecling.

If wou want to carry on connecting just ance, without
adding the key te the cache, hit Mo,

I youw do not trust this host, kit Cancel to abandon the
connectian.

Yag Mo

o

To set the RFID reader to a static IP address you are configuring the IP address, Netmask, Gateway, and Broadcast

Address separated by a space character:

> config network ip staticoox oo oo oo oo poc oo xood oo o]

[IF‘ Addres/sj

g /
[ Nelmaskj [Gatewayf

—
-
Bmadcasﬁ

For Example:

> config network ip static 192.168.0.20 255.255.255.0 192.168.0.1 192.168.0.255

To exit from the RShell interface:

> exit
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SIUYURGERE ‘ LOCATING THE COM PORT

WINDOWS DEVICES

LOCATING THE COM PORT NUMBER - WINDOWS DEVICES

| Open Device Manager
O o :

Device Manager
g

Control panel

) In Device Manager expand Ports (COM & LPT).

©

Find “USB Serial Port (COMx)” entry. Use this COM port number in PuTTY’s serial connection (See example below: COM4)

\

% Device Manager — [l 4

File Action View Help

a T E BHE B RBXE

v i TYAKU-02 ~
» iq Audio inputs and outputs
- R Batteries
& Biometric devices
Bluetooth

- ® Cameras

% E Computer

v Disk drives

» @ Display adapters

» BE Firmware

+ v Human Interface Devices

- ﬂ Mice and other pointing devices
- [ Monitors
b I? Metwork adapters
v Ports (COM & LPT)
= | Aot
W USB Serial Port (COM4)
. ™ Print queues '
» 3 Processors

ent Technology - 50L (COM3)
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